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Outline



Three rabbits,
one spear?Deal!

• Each man has his own skill and creates VALUE.

• Exchanging their VALUE can benefit from each other.

1. A centralized financial system



Three rocks,
one stick?

Five fish,
one torch?

One bear,
one PC?
Wait…
NO PC yet…

ONE rock
one stick?

WHAT??!

WHAT??!

The trade in a tribe

NO

STAN
DARD



• Set up a Standard
1 fish = 3 Rocks
1 bear = 10 rabbits
1 spear = 1 torch
… = …

Agree!

Sounds
Good!

No
Problem!

• Issue a currency
1 fish =
3 Rocks =
… = …

Couldn’t
agree more



• Manage accounts

Tom
30

Bob
13 …

Amy
24

• Verify transactions

Guys, we don’t need a 
physical currency, I can
manage your accounts.

Agree! We All
TRUST you!

Since I know all of
you, I can verify your
trades and update
your accounts.

”Tom buys two fish from Bob.”

-2 +2



A centralized financial system

• Issue a currency
• Manage accounts
• Verify transactions

TR
US
T



Tom
10 …

Bob
8

Frank
13

I know I am crazy,
but they never use
these parts… maybe…

2. A financial Crisis



Me!

Does Anyone want
a loan? Really
low interest…

OMG

OMG

WHERE is
my money??

WHERE is
my money??

WHERE is
my money??

David



TR
US
T



The collapse of the
centralized system

• Issue 
a curre

ncy

• Manage
accou

nts

• Verify
transa

ctions

A Decentralized financial system

• No central guy helps them to maintain the system

• Everyone needs to manage all the accounts!
• Everyone needs to verify all the transactions!

• Everyone keeps the SAME ledger!

3. A Decentralized financial system

COSC 402

General Idea:

• There is no central node
• Everyone is equal
• Issue and trust a new

currency

• Everyone needs to do the central guy’s job



Hey guys, I need to
pay bob two dollars.

Verifying

Verifying

Verifying

Verifying Verifying

Verifying

Verifying

Verifying

Verifying

VerifyingVerifying

Tom

Bob

Tom need to
bob two dollars.

Verifying

Update Update

Update

Update

Update

Update

UpdateUpdate

Update

Update

Update

Update

Tom
30

Bob
13 …

Amy
24-2 +2

An example of the Decentralized system



• How to Verify Transactions?

• How to make sure everyone
keeps the SAME ledger?

• A new currency? • Bitcoin

• Private and public Keys

• Blockchain

4.



4.1 A New Currency?

Numbers with TRUST

BTC



Tom

Tom pays
Bob 2 BTC.

Tom

That’s Tom’s
signature.

1010111…110

4.2 How to Verify Transactions in Bitcoin System?
4.2.1 Digital Signature

Tom
30

Bob
13-2 +2Ledger update

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update

Normally…



Frank

Tom paid
Frank 2 BTC.

WHAT??!

1010111…110

Tom
1010111…110

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update

That’s Tom’s
signature.

Tom
30

Bob
13-2 +2Ledger update



• A signature that can represent Tom’s identity.

• Copy a signature from one transaction and 
paste it on another is invalid.

• Each transaction has its unique signature.

Tom’s identity

A specific transaction

Generate Tom’s digital Signature

Tom’s
identity file

Tom paid
Bob 2 BTC.

0110111…110

Tom paid
Bob 2 BTC.

Generate

4.2.2 Digital Signature Requirement



private key

Tom paid
Bob 2 BTC.

0110111…110

Tom paid
Bob 2 BTC.

Generate

Frank

Tom paid
Frank 2 BTC.

0110111…110

That’s NOT the signature for
this transaction!

Aha!!

Tom

That’s NOT the signature for
this transaction!

That’s NOT the signature for
this transaction!

Tom

The private key is the only file that can
prove one’s identity. Once your lose it,
everything is gone.



Tom’s
Private Key

Tom paid
Frank 2
BTC.
1110111…111

Tom paid
Frank 2 BTC.

Generate

Frank

the Fake transaction

• BUT, only Tom himself know his private key! There is no chance to
forge one!

4.2.3 Private Key

I need to
know Tom’s
private key.

So, How to Verify the digital signatures?



Tom paid
Bob 2 BTC.

0110111…110

Tom paid
Bob 2 BTC.

Generate

Tom paid
Bob 2 BTC.

0110111…110

Tom’s public
identity

Tom’s
Private key

Identity
decoder That’s Tom!

Tom’s
Public key

4.2.4 Public Key

• Tom’s private key is the unique file to prove his identity.
• The digital signature contains the information of the private key.
• People can use Tom’s public key to find out whether the signature

contains the private information.
• The private and public keys are in pairs.



Digital Signature = Signature_Generater (private key, transaction)

Ture or False = Identity_Decoder (Digital Signature, transaction, public key)

4.2.5 Asymmetric Cryptography

1.

2.

private key

transaction

Digital
Signature transaction

Digital
Signature

public key

Ture
or
False

Encoder Decoder

Transaction Verification
in Bitcoin System



How to make sure everyone
keeps the SAME ledger?

Imagine…We are in a complex Internet environment…



Tom

Frank

Bob Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom paid Frank 3 BTC.

Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom paid Frank 3 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

Tom paid Bob 2 BTC.

Tom paid Frank 3 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

Jim

Mike

• We need a method to select a system ledger at this time point.

4.3 How to make sure everyone keeps the SAME ledger?

• Different miners may have different ledgers.

• The different ledgers are all possible options for the standard.
• However, the Decentralized system need a standard ledger.

• Which one?

Tom
0

Bob
0

Frank

0

Tom
0

Bob
0

Frank

0

242 2 04

The system didn’t
approve my
transaction…

242 2



Verified Ledger

,
Jim’s random
guess numberSHA_256 =

0000000000 0000000000
0000000000 0000000000
0000000000 0000000000
0000000000 0011010111
1000100000 0011000110

……

Jim

Hi Jim! If you want your ledger to
be a part of the system one, please
tell me a number, which meets the

requirement below.

I think I may need thousands of
thousands of guesses and

calculations to find the number!

72 bits Zero

• But, generally, a lucky miner in the system can guess a right number in
ten minutes.

Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

• Normally, it takes several years for one computer to find an answer.

4.3.1 Proof of Work
Easy!

Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

Oh No…This is Cryptographic 
Hash, I have no chance to do

reverse engineering…

• The more computing power a miner has, the luckier he would be.

Crypto
graphi

c

Hash



Jim’s Verified Ledger , 10110001110SHA_256 =

0000000000 0000000000
0000000000 0000000000
0000000000 0000000000
0000000000 0011010111
1000100000 0011000110

……

72 bits Zero

The System Ledger all the users need to follow

Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

10110001110

Jim
I guessed and calculated many many
times and finally got this number. I
am the first one to find the solution.

OK. Your verified ledger will be
a block of the system ledger and
I will give you 12.5 BTC as a
reward.

Jim got 12.5 BTC.



Tom

Frank

Bob
Bob paid Frank 1 BTC.

Jim

Mike

Bob paid Tom 1 BTC.

Bob paid Frank 1 BTC.

Bob paid Tom 1 BTC.

Bob paid Frank 1 BTC.

Bob paid Tom 1 BTC.

Tom paid Frank 3 BTC.

Tom paid Frank 3 BTC.

Tom paid Frank 3 BTC.

Tom
2

Bob Frank

043 123 40

Tom
2
Bob Frank

40



Mike’s Verified Ledger 111111111100SHA_256 =

0000000000 0000000000
0000000000 0000000000
0000000000 0000000000
0000000000 0011010111
1000100000 0011000110

……

72 bits Zero10110001110

Tom paid Bob 2 BTC.

Frank paid Bob 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

10110001110

Jim got 12.5 BTC.

Bob paid Frank 1 Paua dollars.

Bob paid Tom 1 Paua dollars.

111111111100

Tom paid Frank 3 Paua dollars.

10110001110

Mike got 12.5 BTC.

Mike

4.3.2 Block Chain

Decentralized information synchronization protocol

The System Ledger all the users need to follow

111111111100

,



Change the previous transactions in Block Chain?

Tom paid

Frank paid Bob 2 BTC.

Tom got 4 BTC.

Frank got 2 BTC.

10110001110

Jim got 12.5 BTC.

Bob paid Frank 1 Paua dollars.

Bob paid Tom 1 Paua dollars.

111111111100

Tom paid Frank 3 Paua dollars.

10110001110

Mike got 12.5 BTC.

111111111100

Frank

2 BTC.BobFrank

Cryp
togra

phic

Hash

Recalculate

“Normally, it takes several years for one computer to find an answer.”

Theoretically, yes. But the hacker needs to have at least 51% computational power of the
whole network.
So, practically, it is impossible to forge a transaction in a stable Blockchain. Because once

a hacker does this, he needs to recalculate all the blocks after the fake one, which would
spend an incredibly long time.



• Double Spend Attack in Blockchain?

Frank Tom

Shipping the product

Frank Frank

Frank



https://www.youtube.com/watch?v=Lx9zgZCMqXE&t=767s

https://www.youtube.com/watch?v=Lx9zgZCMqXE&t=666s

https://www.youtube.com/watch?v=K8kua5B5K3I

https://www.youtube.com/watch?v=S00MWI3YeP4

https://www.youtube.com/watch?v=s4g1XFU8Gto

https://www.youtube.com/watch?v=s4g1XFU8Gto


5. Future?

timingAccumulation

+

+



A Brief Introduction to 

Decentralized Consensus

Speaker: Luming Wan

Email: lwan@cs.otago.ac.nz



Outlines
• Blockchain structure

• Decentralized consensus

• Blockchain forking

• Other consensus protocols

• Applications & Future trend





Blockchain

• Firstly introduced by Satoshi Nakamoto in 2009.

• Blockchain is the fundamental protection mechanism and digital ledger 
for Bitcoin transactions.

• Provide a trustful environment to untrusted users.



Technologies used by blockchain

• Public-private key (COSC244): for transaction validation

• Hash (COSC242): block identification, transaction Merkle Tree

• Linked list (COSC241)



Blockchain
Prev hash

Nonce

Transaction 
root hash

Prev hash

Nonce

Transaction 
root hash

Prev hash

Nonce

Transaction 
root hash

Block t Block t+1 Block t+2



Block structure

• Blockchains are linked lists that contain data and a hash pointer that points to the 
previous block, creating a chain of connected blocks, hence the name “blockchain”.

• Proof-of-work (PoW) mining: solving a certain level difficulty hash puzzle (SHA256), by 
slightly adjusting the nonce value.

• A PoW mining winner could create a new block, and gain reward (bitcoin) from this 
newly mined block.



Block structure

• Hash consecutiveness: a block always contains the overall hash value of 
its previous block.

• Block validation: check the correctness of each block based on its 256 bits 
overall hash value.



Merkle Tree



Why Merkle Tree?
• Transactions are hashed in pairs (still SHA256).

• Most notably, as outlined in the whitepaper, this allows for existence 
of Simple Payment Verification (SPV) nodes, also known as 
“lightweight clients”. These nodes do not have to download the 
entire Bitcoin blockchain, only the block headers of the longest 
chain.

• The most important benefit of Merkle Tree structure is the ability to 
authenticate arbitrarily large sets of data through a similar hashing 
mechanism that is used to verify much smaller amounts of data. The 
tree is advantageous for distributing large sets of data into 
manageable smaller parts where the barrier for the verification of 
integrity is substantially reduced despite the overall larger data size.



Overall hash value of current block
Overall hash value of previous block

Transaction root hash

Proof-of-Work mining



Blockchain

• Everyone maintain a copy of blockchain.

• Blocks and transactions are almost immutable when they are included in 
the blockchain.

• Ancient blocks are extremely well protected!



Questions

• Why hash?

• Why Proof-of-Work mining?

• Why blockchain is a chain structure?



Decentralized/Distributed Consensus

• Many parties safely store and share information, without having to rely on 
a central authority or trust any other participants in the network.

• Decentralized consensus of blockchain:

• Block convergence: users maintain the same blockchain

• The decentralized consensus of blockchain is supported by:
• Proof-of-Work

• Blockchain forking



Decentralized consensus

• Single point failure: a single device failure will not affect the system, 
because data can be recovered from anyone in the network.

• Easy detection for manipulated information.

• What’s the purpose of having hash and  Proof-of-Work (PoW)?



Why hash and Proof-of-Work?

• PoW: Solving a certain level difficulty of hash puzzle, with a fixed number of 
leading 0s at the front of overall hash.

• Any tiny modification to the block result in huge change on block hash.

• A block is easy to be inspected by looking at its hash.

• Because of PoW, a block is hard to be re-solved by attackers, if they want to 
change something inside.

=

0000000000 0000000000
0000000000 0000000000
0000000000 0000000000
0000000000 0011010111
1000100000 0011000110

……

72 bits Zero

SHA_256

Prev hash Nonce

Transaction root hash

Timestamp



Why chain structure?

• Satoshi intended to design a new digital currency payment system.

• Transaction history is definitely not allowed to be modified.

• Target on solving the hash puzzle of a single block is still possible.

• But chaining blocks together, the solving workload is linearly increased if 
the target block is buried deeper.



Blockchain forking

• Internet is a complex environment.

Hooray! I just 
mined a blockI mined a 

block, too!
What????

How can my 
block outplay 

his……



Blockchain forking

• Or…

My blockchain 
looks so 

awesome…
Hey man, 

what are you 
talking about??

Come on! You 
need to catch 

up!!



Blockchain forking

• For two simultaneous block: other users randomly choose one, and 
append it to their own blockchain.

• Blockchain users always follow the longest chain if found.

I can produce some easy 
blocks to gain some easy 

money!



Blockchain forking

• For two simultaneous block: other users randomly choose one, and 
append it to their own blockchain.

• Blockchain users always follow the hardest-solving and the longest chain, if 
found.

I can produce some easy 
blocks to gain some easy 

money!
What if two blockchain forks with the same difficulty and same length?



Blockchain forking

Wait for one of the forks grow longer, and overwrite another.



More seriously

• What if there is a big change on the protocol? 

• E.g. blockchain structure, consensus rule, transaction validating rule, software version 
upgrading etc.

• Soft fork: new version block is accepted by old version users, but old version block is not 
valid for new version users.

• Hard fork: old version is invalid. If the old version is still running, they will end up with a 
different protocol and with different data than the new version.



Soft fork

• Old version blocks are keep rejected 
by new version users, thus force them 
to upgrade.

• More than 15 soft fork events 
happened since blockchain started, 
and they are all recorded in 
Blockchain Improvement Protocols(BIP)



Hard fork



Summary of blockchain

• Blockchain technology is surprisingly good in practice.

• All the mechanisms are designed with the purpose of maintaining the consistency of the block convergence state for 
all users, thus to satisfy decentralized consensus.

• Proof-of-Work with SHA256

• Chain structure

• Blockchain forking

• Other consensus protocols are also designed with the purpose of maintaining agreements between users. Some of 
them only achieve partially decentralized consensus to reduce the workload and complexity of protocol itself.



Q: What can we buy with bitcoin?

Or with other cryptocurrencies…





Some interesting features of Bitcoin

• Transaction throughput: 7 transactions per second, GLOBALLY!

• Block generation rate: 10 minutes per block, GLOBALLY!

• Six confirmations: a transaction can only be committed and transacting parties can 
finally get paid after 6 blocks are mined.

• You have to wait for an hour to receive your payment.

• Hmmmmm…. Why 6?





Some interesting features of Bitcoin

• Not good enough to work for our daily financial activity.

• As a currency, bitcoin is able to be exchanged to real-world money, but:

• Extreme dynamic exchange rate

• Lack of government control



Other decentralized consensus

• To solve the privacy, complexity, scalability, transaction throughput, and my other issues…

• Proof-of-Stake (PoS), Deligated Proof-of-Stake(DPoS)

• Proof-of-activity (PoA)

• Hyperledger: hybrid blockchain

• Avalanche

• Many others…



Blockchain 2.0

• Decentralized application platform

• Smart contract, rather than transfer of currency: 
• a programming script

• One or a serious conditions that must be satisfied.

• Expand the functionality of blockchain

• Ethereum: 15 transactions/second, 3 seconds/block



Blockchain 3.0

• Ethereum still has a low transaction 
throughput (15tx/second)

• More efficient, higher scalability than 
Blockchain 2.0

• Apply blockchain in more domains

• EOS: 500ms/block, 1 million transactions 
(they announced)



Blockchain 4.0

• Not yet…



Applications Beyond Cybercurrency

• Internet-of-Things

• Government

• Medical and Charity

• Market

• …



Future Trends

• Industry: 
• Applications, scalability

• Higher transaction throughput, block 
generation speed

• Academic:
• More efficient consensus, achieved by:

• Less computation and communication

• Low storage consumption

• Against various types of attack



Thanks!


